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Analyzing Symbolic Properties for DRL Agents in Systems
and Networking
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Deep reinforcement learning (DRL) has shown remarkable performance for complex control problems in
systems and networking, including adaptive video streaming, wireless resource management, and congestion
control. For safe deployment, however, it is critical to reason about how such agents behave across the range of
system states they may encounter in practice. Existing verification-based approaches in this domain primarily
focus on point properties — properties defined around fixed input states — which offer limited coverage and
require substantial manual effort to identify relevant input-output pairs for analysis.

In this paper, we study symbolic properties - i.e., those that specify expected behaviors over ranges of
input states — for DRL agents in systems and networking. We present a generic formulation for symbolic
properties, such as monotonicity and robustness, and show how they can be analyzed using existing DNN
verification engines. Our approach encodes symbolic properties as comparisons between related executions of
the same policy and decomposes them into practically tractable sub-properties. These techniques serve as
practical enablers for applying existing verification tools to symbolic analysis. Using our framework, diffRL,
we conduct an extensive empirical study across three representative DRL-based control systems — adaptive
video streaming, wireless resource allocation, and congestion control — covering both discrete and continuous
action spaces. Through these case studies, we analyze symbolic properties over broad input ranges, examine
how property satisfaction evolves during training, study the impact of model size on verifiability, and compare
multiple verification backends. Our results show that symbolic properties provide substantially broader
coverage than point properties and can uncover non-obvious, operationally meaningful counterexamples,
while also revealing practical solver trade-offs and limitations.
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1 Introduction

Deep Reinforcement Learning (DRL) has emerged as a promising approach for control problems in
systems and networking, where decisions must be made in complex and highly dynamic environ-
ments. In these settings, DRL agents are typically embedded in control loops: the agent observes
the system state — represented as a feature vector of performance indicators such as throughput,
latency, packet loss, or resource utilization — and selects actions according to its learned policy.
These actions correspond to concrete numerical control decisions for resource allocation [1-4],
traffic engineering and path selection [5-7], job scheduling [8-11], and tuning streaming video
bitrate [12-14] or congestion window sizes [15-18].

To safely and effectively integrate DRL agents into such control loops, it is essential to reason
about how “well-behaved” these agents are across the range of inputs they can encounter after
deployment. This is particularly important as DRL agents make decisions based on Deep Neural
Networks (DNNs) that function as black boxes with opaque input-output relationships from the
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Fig. 1. Point-wise versus symbolic property analysis. Left (Prior Work): Analysis is performed at individual
points that humans provide, checking that the property holds under bounded perturbations around one
concrete point in the input space. In this example, the property asserts that the output action does not
change. Checking properties only at individual points results in limited coverage of the input space and may
miss unsafe behavior outside the considered points. Right (This Work): Analysis is performed over an entire
operational region using symbolic properties. This provides higher coverage of the input space and enables
the detection of unsafe points that are difficult to uncover with point properties.

perspective of human operators. As such, we would like to reason about whether a DRL agent’s
selected action a changes in undesirable ways when the observed state x is perturbed to x + s,
where s is a small, bounded slack. Such properties are important as the input to these agents
typically comes from real-world measurements that are susceptible to noise due to variability in
measurement timing and limitations in measurement precision [19]. Moreover, undesirable output
deviations in response to small input changes can expose systems to adversarial manipulation, e.g.,
by inducing disproportionate resource allocations through minor input perturbations [20].

Previous work [19, 21, 22] commonly relies on state-of-the-art DNN verification engines [23]
or Mixed-Integer-Linear-Program (MIP) solvers [24] to reason about DRL agents in the systems
and networking domain. However, these works can only check point properties where the system
state x and the reference action a are fixed to concrete constants. For example, consider Pensieve
[12], a DRL agent for adaptive video streaming that takes in the client’s video buffer size and the
measured throughput for the past streamed video segment as two of the input features determining
the system state and decides between six possible bitrates from 300 Kbps to 4.3Mbps for the next
video segment as its action. WhiRL [21], which uses the Marabou DNN verification engine [23],
and similarly [19, 22], can only analyze Pensieve against point properties such as the following: If
the video buffer has zero or one segment and the throughput for the past video segments is as low
as a user-specified value (i.e., one concrete point among all possible system states), the DRL agent’s
output action should not be 4.3Mbps (i.e., a concrete action).

While checking each individual point property is typically feasible and efficient, relying on point
properties to reason about DRL agents operating in complex, dynamic systems and networks has
two main drawbacks (Figure 1). First, point properties have low coverage. Each one only provides
assurance around a single concrete point in the agent’s operational input space. Second, one must
explicitly identify which input points are worth checking. This limitation is often manageable in
supervised learning, where a (large) labeled data set explicitly captures the expected output value
for a wide range of input points (e.g., AutoSpec [25]). In DRL, however, there is no predefined ground
truth for the expected behavior at a given state, i.e. the best action is unknown prior to training and
must be learned through interactions with the environment [26]. As such, making point properties
effective in this setting requires substantial domain expertise to identify meaningful points, which
is difficult to scale to a level that provides sufficient coverage.
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Analyzing Symbolic Properties for DRL Agents in Systems and Networking 3

In this paper, we focus on symbolic properties instead, where the system state x and the reference
action a are left symbolic. This shifts analysis from isolated input points to entire regions of the
agent’s operational space, substantially increasing coverage and removing the need for domain
experts to manually enumerate a large number of representative input—output pairs The key
enabling insight behind our approach is that many properties of interest for DRL agents can be
expressed as a symbolic comparison between two executions of the same policy evaluated on
interrelated symbolic states — a “base” input and a perturbed one.

While conceptually simple, this perspective enables us to analyze symbolic properties using
existing verification tools and, crucially, makes it practical to explore how far such analysis can be
pushed for DRL agents in systems and networking. Concretely, it provides two main advantages.
First, it allows symbolic properties to be systematically decomposed into a finite set of sub-properties
that compare concrete output neurons of the two agent copies. Each sub-property remains symbolic
over the input space but is more constrained than the original formulation. As a result, existing
verification techniques — previously applied only to point properties — can be directly leveraged for
their analysis. As our case studies demonstrate (§6-§8), this decomposition is often sufficient to
make symbolic analysis tractable in practice for representative DRL agents in this domain.

Second, the encoding is deliberately chosen to be generic and solver-agnostic so that it can
apply to a variety of DRL agents in systems and networking and is compatible with multiple
existing verification and analysis techniques, such as MIP [27], Satisfiability Modulo Theories
(SMT) [28, 29], Bound Propagation [30, 31], and Branch-and-Bound (BaB) on input domain [32-35].
This flexibility allows us to analyze the same set of sub-properties across multiple verification
engines and empirically assess their complementary strengths, enabling broader coverage than
would be possible with any single DNN verification technique alone.

Building on these insights, we conduct an empirical study of symbolic properties for DRL agents
in systems and networking. Specifically, we create a framework called diffRL that takes in a DRL
agent, the operational range of its input variables, and other property details. It then uses the
encoding and decomposition strategies proposed in this work to generate queries for backend
verification engines. We apply our approach across three representative control domains — adaptive
video streaming (Pensieve [12]), wireless resource allocation (CMARS [1]), and congestion control
(Aurora [36]) — covering both discrete and continuous action spaces.

Across these case studies, we analyze symbolic monotonicity and robustness properties over broad
operational input ranges, examine how property satisfaction evolves during training, demonstrate
the significance of the discovered counterexamples, study the impact of model size on verifiability,
and compare the behavior of multiple verification backends, including MIP-, SMT-, and BaB-based
engines [29, 31, 35, 37, 38]. Collectively, these results provide the first systematic view of how far
symbolic property analysis can be pushed for integrating DRL agents in systems and networking,
and which insights such analysis can — and cannot - reliably deliver in practice.

Summary of contributions. This paper makes the following contributions:

e We introduce a generic formulation of symbolic properties for DRL agents in systems and
networking to capture expected high-level behaviors of DRL-based control policies over ranges
of system states (§3).

e We enable analyzing symbolic properties via comparative encoding and decomposition into a
finite set of sub-properties analyzable by existing DNN verification engines (§4).

e We conduct a systematic study of symbolic properties, using our framework diffRL, for DRL
agents in adaptive video streaming, wireless resource allocation, and congestion control,
examining verifiability, counterexamples, training dynamics, and the impact of model capacity
and solver choice (§5-§8).
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2 DRL Agents in Systems and Networking

A DRL agent uses a DNN to represent its policy or value function, with parameters that specify
how system states are mapped to actions or expected rewards. During training, the agent observes
the system’s state, takes an action, receives feedback in the form of a reward, and adjusts the DNN’s
parameters accordingly. In the context of systems and networking, the system state is typically
represented by a feature vector capturing performance indicators such as throughput, latency,
packet loss, or resource utilization. The agent’s actions correspond to control decisions such as
allocating resources, scheduling jobs, tuning streaming video bit rate or congestion window sizes.

Deterministic policies. We focus on analyzing the DNN agent in its post-training form as
the trained DNN is what defines the agent’s decision-making logic. This means our approach is
applicable to a wide range of DRL agents regardless of their specific training algorithm. Moreover, we
observe that DRL agents predominantly operate deterministically in practical deployment scenarios
in systems and networking. Some agents are inherently deterministic at runtime, such as those
trained using Q-learning [15] or Deterministic Policy Gradient (DPG) [3, 4, 7]. Others are derived
from stochastic policy-gradient agents [2, 6, 8-12, 17, 18, 36, 39-42]. That is, the DNN outputs a
probability distribution over actions, representing the policy. During training, actions are sampled
from this distribution to enable exploration, while during deployment it is common practice to
deterministically select the action with the highest probability [21, 43]. This deterministic behavior
ensures reproducibility and predictability of the agent’s decision-making behavior in deployment.

Common architectures and numerical action spaces. DNN architectures for DRL agents in
systems and networking often consist of fully connected or convolutional layers with Rectified
Linear Units (ReLU (x) = max(0, x)) as activation functions. The action space is typically numeri-
cal [1-4,12-15, 17, 36, 41, 42, 44, 45], representing control decisions such as the amount of resources
to allocate to each component, the congestion window size, or video streaming bitrate. This numer-
ical action space can be discrete [1, 3, 12-15, 41, 42, 44, 45] or continuous [2, 4, 17, 36]. For agents
operating in discrete action spaces (e.g., pick one of five video bitrates), the DNN typically includes
one output neuron per possible action, each representing either the predicted Q-value (value-based
methods) or the probability of selecting that action (policy-based methods). For continuous numer-
ical action spaces (e.g., picking a memory size from a given range for resource allocation), the DNN
output typically represents the parameters of a continuous probability distribution (e.g., the mean
and variance of a Gaussian). Deterministic agents with continuous actions may also use a single
output neuron per action dimension, directly representing the output action.

3 Defining Symbolic Properties

To safely and effectively integrate DRL agents into control loops in systems and networking, it is
essential to reason about how an agent’s selected action changes when the observed system state is
perturbed. In practice, such perturbations arise from noisy measurements or transient fluctuations
in system conditions. A symbolic property captures whether these input perturbations cause the
agent’s output to change in undesirable ways.

Formally, let 7 : X — A denote the deterministic policy function that determines the DRL agent’s
action, where X C R” is the space of system states and A C R is the action space. In our setting,
7 is represented by a DNN. We define a symbolic property by specifying constraints over pairs of
executions of 7. Specifically, for any input state x € X, we compare the agent’s output at x and at
a perturbed state x + s, where a comparison function f and a threshold d capture the notion of
acceptable change in the action. Moreover, the allowable perturbations s € R" are restricted by
per-dimension lower and upper bounds on elements of s:

Vx e X, [, <s; <ug,: f(n(x),m(x+s)) <d (1)
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Fig. 2. Symbolic properties over DRL agent execution pairs (§3). A symbolic input x from the region of
interest in the input space and its bounded perturbation x + s induce two executions of the agent’s policy
7. The policy 7 is based on a non-linear DNN. As such, input perturbations may result in jumps in the
DNN’s multi-dimensional continuous output space (see blue highlights in the center). The DNN’s output
may represent predicted action values or action probabilities, which we refer to as action logits in general.
For deterministic agents with discrete actions (§2), the policy 7 is defined as the argmax of these logits. Our
symbolic properties constrain the two resulting actions 7(x) and 7 (x + s) with a function f and tolerance d.

In other words, the property is satisfied iff for all x € X and all perturbations s within the
specified bounds, the output comparison f(z(x), 7(x +s)) is bounded by d. Verifying properties of
this form is not trivial, as the policy is based on a non-linear DNN and thus small changes in its
input may lead to jumps in its output, see Figure 2.

The comparison function f and perturbation bounds are left abstract to allow the same symbolic
formulation to capture a wide range of properties. This allows properties to vary both in what
aspects of the output are compared and how input perturbations are structured, without changing
the underlying analysis pipeline. Based on common patterns in the choice of f and the perturbation
bounds, we instantiate this general formulation with two broad classes of symbolic properties that
arise naturally in systems and networking: robustness and monotonicity.

Category 1: Symbolic robustness properties. We want to ensure that the DRL agent is robust,
meaning for any input in the agent’s given operational range, small perturbations to the input should
not cause disproportionately large changes in the output. For example, if a DRL agent uses network
packet loss rate as an input feature to decide the congestion window size, minor fluctuations in
the measured loss rate (e.g., due to noisy measurements or small transient fluctuations in network
conditions) should not result in substantial changes to the congestion window size.

Formally, our robustness property checks whether for any input x € X, the agent’s output
changes by at most d > 0 when the perturbation has an L,,-norm bounded by a small ¢ > 0.
This definition is consistent with prior work on observation robustness [46], which aims to find
policies that are insensitive to small perturbations of their input observations. Within our property
specification framework, this translates to setting all perturbation lower bounds to —e and all upper
bounds to €, and defining f as the absolute value of the difference between its input actions:

Vi ls, = —€,u;, =€ fy,2) =y —z| (2)

Category 2: Symbolic monotonicity properties. Another important class of properties
concerns monotonicity, which captures expected directional relationships between input features
(the system state) and the agent’s output. Informally, monotonicity requires that, over the agent’s
given operational range, increasing a specific input feature should cause the output action to
predictably increase or decrease in the expected direction. For instance, if the network loss rate
increases, we expect a DRL-based congestion control agent to decrease the congestion window size.

Formally, we say that the policy 7 is monotonically increasing with respect to its it input feature
if, for any input x € X, increasing the i component of x by up to € > 0 results in an equal or
greater output action with a tolerance of d. The tolerance parameter d accounts for small valid
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output fluctuations and prevents the property from being overly restrictive. Within our property
specification framework, this translates to (i) setting the perturbation lower bounds and all but the
i upper bounds to zero, (ii) setting us, to €;, and (iii) defining f as the directional change:

Vj#il; =us; =0 I, =0,u, = ¢ fly,z2) =z—y (3)

The monotonically decreasing property is formulated analogously, by flipping the direction of
either f or the bounds. We provide several concrete properties in the case study sections §6-8.
Notably, our experience in defining these properties shows that doing so does not require deep
knowledge of the underlying DRL model or its training process. Instead, the properties encode
expected relationships between system metrics and control actions that are already well understood
by domain experts in systems and networking (e.g., higher loss should not increase sending rate).
In practice, defining a monotonicity property amounts to selecting the relevant input feature,
the expected direction of change, and appropriate tolerance parameters (¢;, d), while the logical
structure of the property remains fixed and can be analyzed automatically in a symbolic manner.

Beyond robustness and monotonicity. While our work focuses on robustness and mono-
tonicity as representative and widely applicable property classes, our formulation of symbolic
properties is not limited to these instances and can express a variety of other properties through
alternative choices of analytical f and perturbation bounds. For example, one can explore richer
directional properties — similar to monotonicity but across multiple input features — by specifying
directional perturbations for multiple input features and adjusting f accordingly to capture the
desired direction of the output change. Similarly, f does not necessarily need to be related to the
difference between 7 (x) and 7 (x + s). For example, if needed, it can be any linear combination of
the two. Crucially, all such properties can be expressed as an instance of Eq. 1 and handled by the
same encoding and decomposition strategy described in §4.

3.1 Other Property Definition Considerations

Accounting for multi-step dependencies. In some DRL agents like Pensieve [12] and Aurora
[36], the system state includes metrics collected over the past k steps. Let these inputs be represented
by x1, - -, x¢. In our analysis, we consider the full operational range of all x;. The sequence of x;
influences the chosen action, which in turn affects the subsequent state, and specifically, the next
observed metric in the history (x;). As such, some combinations of x;s are more likely to occur in
practice, while certain ones may be uncommon. When it comes to safety properties, capturing more
combinations (i.e., over-approximation) does not compromise safety guarantees. If the analysis
deems an agent safe, the agent will be safe even if the more infrequent combinations do not happen.
If the analysis returns a counterexample that is believed to be uncommon, it can be ruled out by
further refining of the input and slack bounds.

Moreover, the symbolic properties defined above represent a single-step execution of the DRL
agent. While DRL agents usually interact with the environment over multiple steps, analyzing
a single-step transition is typically sufficient for the properties considered in this work. This is
because our symbolic properties are defined and analyzed over the agent’s operational input space
as identified by the user. As such, it can capture the agent’s behavior transitioning from an arbitrary
state. That is, the agent’s response from any state in that range is accounted for.

Properties as safety checks, not effectiveness guarantees. While these two classes of
properties are essential, satisfying them alone does not guarantee that a DRL agent is effective in
its decision making. For instance, a DNN that outputs a constant action regardless of its inputs may
trivially satisfy these properties, yet such a DRL agent is inherently ineffective and fails to achieve
meaningful behavior. However, when these properties are applied to a DRL that performs well in
terms of the achieved rewards in the training scenarios, they can serve as critical safety checks.

, Vol. 1, No. 1, Article . Publication date: January 2026.



295
296
297
298
299
300
301
302
303
304
305
306
307
308
309
310
311
312
313
314
315
316
317
318
319
320
321
322
323
324
325
326
327
328
329
330
331
332
334
335
336
337
338
339
340
341
342
343

Analyzing Symbolic Properties for DRL Agents in Systems and Networking 7

Specifically, they can help assess the generalizability and trustworthiness of a DRL agent beyond
the specific scenarios encountered during training. For example, property violations often indicate
deficiencies in the training procedure (such as overfitting) that can be addressed to improve the
DRL agent. Consequently, while these properties do not guarantee effective decision making on
their own, they are indispensable for developing DRL agents that are both effective and dependable.
We examine how property satisfaction evolves during training in our case studies (§6)

4 Enabling Symbolic Property Analysis with diffRL

Once the user expresses a symbolic property in the form of Eq. 1, our goal is to determine whether
it holds over the specified operational range of the system state variables x. Similar to prior work
[19, 21, 22, 25], we seek to leverage existing DNN verification engines to perform this analysis.
However, unlike prior approaches that verify properties for a fixed, concrete input x, our goal is to
keep x symbolic so that the result applies to all states within the specified range.

A practical challenge in doing so lies in representing the agent’s selected action 7 (x) in a way that
is compatible with existing verification tools. As discussed in §2, many DRL agents in systems and
networking [1, 3, 12, 14, 15, 41, 42, 44] operate over a finite, discrete numerical action space, where
each output neuron corresponds to a valid control decision (e.g., the bitrate choice in Pensieve).
In practical deployment, these agents act deterministically — either inherently or after collapsing
stochastic policies — by selecting the action corresponding to the maximum-valued output neuron,
i.e., 7(x) is usually the argmax over the output layer.

Existing DNN verification engines — whether MIP-based [27], SMT-based [28, 29], or BaB-based
[32-35] - are most naturally applicable to properties when the policy’s selected action is known a
priori, i.e., when the property can be expressed by constraining a specific output of the network
relative to the others. Intuitively, when the selected action is fixed, the property boils down to a
relatively small set of linear inequalities between known outputs, which significantly constrains the
search space. If the selected action is not fixed, the argmax introduces a combinatorial, non-convex
case distinction over all possible “winning” output logits, greatly increasing the number of regions
the verifier must consider. As a result, these verifiers do not natively support non-linear, discrete
selection operators such as argmax in a form amenable to symbolic reasoning. This does not pose
a problem for prior work on verifying DRL agents in systems and networking, which instantiates x
to a concrete value and therefore fixes which output neuron is selected by the policy.

In contrast, our symbolic properties quantify over the entire specified range of inputs. As a result,
the selected output neuron, and consequently 7 (x), depends on the input and cannot be fixed a
priori. We address this mismatch by combining two ideas: (1) encoding symbolic properties by
symbolically comparing two inter-related copies of the DRL agent, and (2) a simple decomposition
strategy that reduces the symbolic property into a collection of sub-properties, each of which
conditions on a fixed output action and can be analyzed using existing verification techniques.

This combination enables a practical advantage that is central to our case studies. As we show in
§6-8, existing verification engines exhibit complementary strengths across different sub-properties.
By keeping our encoding and decomposition strategy generic and solver-agnostic, we do not need
to rely on a single engine to handle all cases — different engines can resolve different sub-properties.
As we show in our case studies, this flexibility improves the practical tractability of analyzing
symbolic properties and enables us to make progress beyond point properties for realistic DRL
agents used in systems and networking.

Comparative encoding. Given a property in the form of Eq. 1, we encode it by symbolically
comparing the output actions of two copies of the target DRL agent whose inputs are related
through property constraints. This is illustrated in Figure 3. Suppose the system state x is a vector
of size n. The input to the first copy, x}, - - - , x;, represents the base scenario, where x; € [l uy,] is
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Fig. 3. diffRL’s overview (§4). Starting from a trained DNN and a symbolic property specification, diffRL
applies a comparative encoding to construct two coupled executions of the same policy under a bounded input
perturbation. The resulting formulation is decomposed into multiple queries, dispatched to heterogeneous
solvers. The individual solver outcomes are then aggregated to produce the final verification result.

allowed to take any value within the operational range of the corresponding state variable, specified
as lower and upper bounds [y, and u,,. The input to the second copy, x* = x' +s5, is the base scenario
shifted by the slack vector s, whose elements are constrained under the property of interest. For
example, the robustness property in Eq. 2 constrains each element s; to be between —¢ and e.

Property decomposition. Let L! and L? denote vectors of output neurons of the DNNs in the
first and second copies, respectively (Figure 3). As discussed above, the agent’s action 7 (x!) and
7(x?) correspond to argmax of L! and L?, respectively. Symbolic properties expressed using Eq. 1
constrain the relationship between these two selected actions via the function f and threshold d, i.e.,
they check whether f(x(x!), 7(x?)) < d holds. To enable analysis using DNN verification engines,
we decompose this symbolic comparison into a finite set of sub-properties, each corresponding to a
concrete pair of output neurons.

Specifically, for each pair of output neurons (Ll.l, LJZ.), diffRL automatically determines whether
having L} and L? as the argmax of the output neurons is a valid or invalid outcome. An invalid
outcome means that, given the assumed relationship between the two sets of inputs, selecting L}
and Li as the argmax of their respective DNN copies violates the property. Similarly, a pair is an
valid outcome if this combination of selected actions is permitted by the property. As a concrete
example, consider a symbolic robustness property for Pensieve (see §6) that requires the output
bitrate to change by no more than two resolution levels under small input perturbations. If the
output neuron corresponding to resolution 1440p is selected as the argmax in the base copy, then
output neurons corresponding to 480p, 360p, or 240p becoming the argmax in the second copy
would violate the property, and thus form invalid pairs with 1440p.

The symbolic property is violated if and only if at least one invalid pair is feasible under the input
and slack constraints. As such, for each invalid pair, diffRL generates a query checking its feasibility
and invokes existing DNN verification engines to analyze it. If any invalid pair is feasible, diffRL
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Analyzing Symbolic Properties for DRL Agents in Systems and Networking 9

obtains a concrete counter-example for the symbolic property. If none are feasible, the symbolic
property is guaranteed to hold over the given operational input range. Formally, and as shown in
Figure 3, given a DRL agent and a property, diffRL automatically generates the set of invalid output
neuron pairs P = {(i}, %), - - , (i}, i%,)} for the two DNN copies. For each invalid pair (i}, lf) eP,
diffRL creates a query Q; that checks if any input to the DNN copies — within the specified bounds
— leads to i} and i% being the argmax in output layers L' and L?, respectively:

. 1 . 1 1 2 2
Q:3x e]x,seIs.(/\L[sLi})/\(/\LtsLig) (4)

i1 i2
t#zj t#tj

Here, I, = [Lo,ua] x - X [Lg,ug] and Iy = [, us, ] X -+ X [L,, us,] denote the bounds on
the input state and slack variables. Each query is directly supported by existing DNN verification
engines. If the verification engine finds a concrete set of input variables that satisfy the query
constraints, diffRL reports a violation of the symbolic property. If none of the queries for the invalid
pairs are satisfiable, the property holds and is reported as such by diffRL.

Domain factors that keep symbolic analysis manageable. DRL agents used in systems and
networking use DNNs that are substantially more compact than those used in other application
domains [21]. Unlike domains such as computer vision, which require deep architectures to extract
meaningful features from raw pixel data, systems and networking agents operate on structured,
high-level inputs such as network latency, throughput, and buffer occupancy. As a result, their
DNN architectures are shallower and contain fewer neurons. This makes individual queries for
these agents — despite involving symbolic input ranges rather than single input points — often
tractable for existing DNN verification engines in practice.

Moreover, the size of the action space, which determines the number of output neurons, is usually
small. For example, Pensieve [12], QueuePilot [41], FIRM [3], and CMARS [1] expose 6, 6, 15, and 30
actions, respectively. This is not incidental: as the number of actions increases, DRL agents require
significantly more data and computation to accurately estimate action values, limiting the model’s
ability to learn optimal policies in high-dimensional environments [26]. This is a manifestation of
the curse of dimensionality [26]. Consequently, practical DRL agents deliberately limit the action
space. As a result, the number of queries generated by decomposition remains manageable.

Together, these characteristics are the reason symbolic property analysis can be feasible for DRL
agents in systems and networking. By recognizing this and leveraging it through our comparative
encoding and decomposition strategy, we are able to empirically explore how far symbolic analysis
can be pushed for representative DRL agents in this domain (see §6-§8).

Agents with continuous action spaces. Some DRL agents in systems and networking operate
over continuous-valued action spaces. In these agents, the policy DNN does not select an action via
an argmax over discrete outputs. Instead, the DNN typically outputs the parameters of a continuous
action distribution, from which the action is sampled. In practice, this distribution is most often
chosen to be Gaussian, with its mean and variance produced by the DNN’s output layer; in some
implementations, the variance is held fixed and only the mean is learned [36]. Concretely, letting
Ly and L, denote the output logits corresponding to the mean and variance, respectively, the action
7 (x) is sampled from the normal distribution N (Lo, L;).

This results in two adjustments to the definition and analysis of our symbolic properties. First,
since action selection does not involve an argmax operation, there is no need for output decompo-
sition. Instead, our properties can be defined by comparing the distribution parameters produced
by the DNN — which the agents use to sample their actions — and can be directly analyzed using
existing DNN verification engines without decomposition. This effectively allows robustness and
monotonicity properties to be defined with respect to the expected action. In other words, these

, Vol. 1, No. 1, Article . Publication date: January 2026.



442
443
444
445
446
447
448
449
450
451
452
453
454
455
456
457
458
459
460
461
462
463
464
465
466
467
468
469
470
471
472
473
474
475
476
477
478

480
481
482
483
484
485
486
487
488
489
490

10 Anonymous authors

properties compare the mean outputs of the two DNN copies under related inputs, in the same
spirit as our comparative encoding for discrete-action agents. Second, our symbolic properties
can additionally include bounds on the distribution parameters of the first DNN copy to anchor
the analysis to practically relevant regions in the action space. One example of such property is
Ax' € L, se€ I, L} € I : (|JLy—L?| < d), where L; and L are the distribution means produced by
the two respective DNN copies. We use diffRL to analyze properties for an agent with a continuous
action space in §8.

5 Experimental Methodology and Solver Setup

Leveraging diffRL, we conduct a systematic study of symbolic robustness and monotonicity proper-
ties across three representative DRL agents — Pensieve [12] (§6), CMARS [1] (§7), and Aurora [36]
(§8) — which span different kinds of control loops in systems and networking. This section describes
the overall experimental setup for our case studies.

As described in §4, for each symbolic property, diffRL generates a collection of verification
queries via comparative encoding and decomposition Our case studies examine how these query
sets behave in practice: which properties can be verified, where counterexamples arise, and how
different verification backends perform across the resulting sub-properties, among other aspects.
We analyze the generated queries using three existing DNN verification engines presented below.
Each query is analyzed with a timeout of 1000 seconds and classified as safe, unsafe, or unknown.
Recall that the queries generated from decomposition express invalid cases that, if feasible, violate
the property. A query is safe if it is proven infeasible for all inputs in the specified range, unsafe if
the verifier finds an that makes it feasible, i.e., a counterexample that violates the symbolic property,
and unknown if the verifier times out.

All experiments were conducted on an Intel(R) Xeon(R) Silver 4314 machine with a 2.40GHz
CPU. To support reproducibility, we plan to release the trained models, property specifications,
and verification engine configurations upon paper acceptance.

We use the following three backend DNN verification engines to analyze the queries generated by
diffRL (Eq. 4) in our case studies. Different engines have distinct strengths and limitations, and their
performance can depend on appropriate preprocessing and configuration choices. Accordingly, for
each backend we adopt solver-aware but conventional techniques - such as query partitioning for
Marabou, bound tightening before encoding for MIP, and combining input-domain splitting with
output-constraint-based bound tightening for Alpha-Beta-CROWN - to ensure that the queries
produced by diffRL are analyzed effectively.

Marabou (SMT-Based). Marabou [29] is an SMT-based DNN verification engine that can analyze
properties specified as linear and piecewise-linear constraints. Its Deep Sum-of-Infeasibilities
procedure handles piecewise-linear constraints via case analysis. Marabou also supports a Split-
and-Conquer (SnC) mode, which partitions a query into independent subproblems that can be
analyzed in parallel. We use Marabou v2 in SnC mode with default settings.

MIP-based. This approach encodes the DNN verification problem as a mixed-integer linear
(MIP) that general-purpose solvers such as Gurobi [37] or CPLEX [24] can analyze [27]. The DNN’s
affine transformations are modeled using real-valued variables and linear constraints, while binary
variables encode the activation state of non-linear components such as ReLU. To reduce the number
of binary variables and improve verification time, we apply fast bound propagation techniques [38]
to identify ReLU neurons that operate in fixed (active or inactive) regions prior to encoding each
query. We use Gurobi under an academic license with 28 threads.

Alpha-Beta-CROWN (BaB-Based). This approach combines bound propagation with sys-
tematic partitioning of the input or activation domains [32]. Bound propagation computes sound
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over-approximations of neuron values layer by layer under input constraints [30, 31] while branch-
ing recursively splits the domain into smaller subdomains. Subdomains that are proven to satisfy
the property are pruned; the remaining ones are further partitioned until either a counterexample
is found or all subdomains are verified [32].

We build on Alpha-beta-CROWN [31, 35, 38], a state-of-the-art BaB-based verifier and VNN-
COMP winner (2021-2023) [47], which supports various branching and bounding strategies. In our
experiments, two features were particularly important for queries generated by diffRL. Incorporat-
ing output constraints from our decomposition (Eq. 4) to tighten intermediate ReLU relaxations
substantially improves performance, building on recent advances using Lagrangian multipliers [35].
This is especially effective because our decomposed queries often impose multiple conjunctive
constraints on the output layer. We also found that branching over the input domain is more
effective than branching over ReLU activation states. Tightening bounds using output constraints
was proposed in [35] for ReLU-based splitting, and we extended Alpha-Beta-CROWN to support
its combination with input-domain branching.

6 Case Study 1: Adaptive Video Streaming using Pensieve

Pensieve agent’s DNN architecture. Adaptive bitrate (ABR) algorithms aim to improve user
Quality of Experience (QoE) in video streaming by dynamically selecting the bitrate for each video
segment, typically of length four seconds. Under varying network conditions, the objective is to
maximize average bitrate while minimizing playback interruptions (rebuffering) and excessive
bitrate fluctuations.

Pensieve [12] is a widely studied DRL-based ABR agent that makes bitrate decisions based on a
compact, structured representation of the system state. Its input features comprise: (1) the bitrate
selected for the previous video segment, (2) network throughput measurements for the past k
segments, (3) download times for the past k segments, (4) the current playback buffer level, (5) the
number of remaining video segments, and (6) the set of available bitrates out of six options for the
next segment. We assume all bitrates are available. Pensieve uses a history of the previous eight steps
(k = 8) for two of these input features, resulting in a total of 25 input variables. The policy network
first computes separate embeddings for each of the six input features. These embeddings are then
concatenated and passed through two fully connected (FC) layers with ReLU activations, producing
six output logits corresponding to the available bitrate options of 300, 750, 1200, 1850, 2850, or 4300
kbps. FC(H) layer contains H neurons, yielding the following architecture:

nIPf“Sie"e : Input(25) M [Input(1), Input(8), Input(8), Input(1), Input(1), Input(6)]
— [FC(H), FC(H), FC(H), FC(H), FC(H), FC(H)] <22, ReLU
— FC(H) — ReLU — FC(6) —, output(1)

Symbolic Property 1: Capacity Utilization (Monotonicity). If the available network through-
put increases, an adaptive bitrate algorithm should not respond by selecting a lower video bitrate.
We refer to this expected behavior as “Capacity Utilization”. We express this as a symbolic mono-
tonicity property (See Eq. 1 and Eq. 3) by constraining the slack vector so that only the input
feature corresponding to measured throughput increases by at most € while keeping all other input
features unchanged. The property is violated if there exists an input state for which an increase in
measured throughput causes the selected bitrate to decrease by more than d levels.

Symbolic Property 2: Rebuffering Avoidance (Monotonicity). When the playback buffer
contains only a small number of video segments, the system is more vulnerable to transient
throughput drops, making aggressive bitrate choices more likely to cause buffer depletion. In
such situations, an adaptive bitrate algorithm should act conservatively. We refer to this expected
behavior as “Rebuffering Avoidance”. Intuitively, for the same network conditions, the bitrate
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Fig. 4. (a) and (b) illustrate the analysis results for the Capacity Utilization property for DRL agents 7,
and npens‘e"e respectively. Each group of six cells represents the results for a specific model checkpomt (ckpt)
throughout training (x-axis) and a specific per—input-feature coverage percentage (y-axis). Each cell in the
group cell corresponds to one of the queries generated by diffRL through property decomposition. (c) presents
the training reward curves for zFersi®ve and zfensieve, with vertical dashed lines indicating the checkpoints at
which models are extracted for analy5|s

selected when the buffer is sparsely filled should not exceed the bitrate selected when the buffer
is well filled. We capture this also as a symbolic monotonicity property (See Eq. 1 and Eq. 3) by
constraining the slack vector so that only the input feature corresponding to buffer occupancy
is allowed to increase and by at most €. The property is violated if there exists an input state for
which increasing buffer occupancy leads to a decrease in the selected bitrate by more than d levels.

Symbolic Property 3: Pensieve Robustness. In practice, input features such as measured
throughput and download time are subject to noise and small transient fluctuations. An adaptive
bitrate algorithm should therefore avoid reacting to such minor perturbations with large changes
in selected bitrate, as this can lead to unstable user experience. We express this as a symbolic
robustness property similar to Eq. 2 by allowing small bounded perturbations (between —e to €)
across the input features. The property is violated if there exists an input state for which these
perturbations cause the selected bitrate to change by more than d levels.

6.1 Analysis Results

We use diffRL to analyze the above symbolic properties for two configurations of Pensieve’s policy
network, with hidden layer sizes H = 128 and H = 64. For all properties, we set the perturbation
bound to € = 0.01 and the tolerance to d = 3 bitrate levels. With this choice of d, diffRL generates 6
invalid output neuron pairs — and thus 6 verification queries' - for each monotonicity property and
12 for the robustness property, corroborating our insight that the number of generated queries from
decomposition remains manageable in practice (§4). Each invalid pair is analyzed independently
using the backend DNN verification engines. Due to architectural constraints, not all backends are
applicable to Pensieve. In particular, Pensieve’s policy network computes separate embeddings for
each input feature via input slicing, which is unsupported by Marabou. Consequently, we analyze
Pensieve’s properties using the remaining two verification backends.

Figure 4 shows verification outcomes for the 6 queries generated for the Capacity Utilization
property for the two Pensieve policies with different hidden-layer sizes of 128 (7r1 ensieve) and 64
(ﬂ'g f“S‘e"e). In Figure 4(a) and (b), the x-axis corresponds to the model at a specific training checkpoint,
where ckpt 0 refers to the randomly initialized policy before any training and ckpt i corresponds to

1(720, 240), (1080, 240), (1080, 360), (1440, 240), (1440, 360), (1440, 480)
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the model checkpoint at i X 10k training steps. The y-axis corresponds to the level of input-domain
coverage, ranging from 60% to 100% of each feature’s entire operational range?. For a certain
checkpoint and coverage range, six individual cells are grouped together to represent the results
for the property’s six queries. Cell colors indicate verification outcomes for individual decomposed
queries (safe, unsafe, or unknown), where unsafe results correspond to concrete counterexamples
in which higher measured throughput leads to a lower selected bitrate and unknown is reported
when the verification engines timeout before returning a conclusive result. The symbols *x and o
indicate whether MIP and Alpha-Beta-Crown successfully resolved the query, respectively.

Impact of input coverage. Across both model sizes, diffRL successfully resolves most queries at
coverage levels 60-80%, producing safe and unsafe outcomes. As coverage increases toward 100%,
the fraction of unknown results grows, reflecting the increase in problem difficulty due to the larger
input domain and expansion of the search space. Nevertheless, even in these challenging regimes,
the analysis continues to yield conclusive results. Overall, these results demonstrate that symbolic
property checking for DRL agents in systems and networking can be feasible and informative in
practice, and can provide substantially broader coverage than individual point properties.

Training checkpoints reveal evolving property satisfaction. For ﬂfz"glm"e, early training
checkpoints exhibit a higher proportion of unsafe outcomes, indicating violations of the Capacity
Utilization property in the initial stages of training. As training progresses, the fraction of safe
outcomes increases, suggesting that the learned policy increasingly aligns with monotonic bitrate
adaptation as throughput increases. Notably, a small number of violations persist even at the final
checkpoints, and some queries that were previously verified as safe become unsafe after further
training. This can be explained by the fact that continued updates to the model parameters during
training change the policy’s decision behavior, which can invalidate earlier safety results.

Impact of model size on verifiability and reward. Although nfzeg‘Sie"e with 103 430 parameters
and ﬂgfnsme with 27 142 parameters follow nearly identical reward trajectories (Figure 4 (c)), their
verification outcomes differ substantially. The smaller model produces approximately 45% fewer
unknown results, indicating that reduced model size can significantly improve symbolic verifiability
without sacrificing the agent’s effectiveness and performance. As such, this underscores the value of
symbolic analysis as a complementary evaluation lens for DRL agents in systems and networking.

Benefits of multi-engine verification. Aggregating the outcomes across multiple verification
engines substantially reduces the number of unknown results compared to relying on any single
engine alone. For n}sii¢e, ~ 60% of the resolved queries are decided by only one of the engines and
the other timed out, whereas this fraction is about 35% for 7", These observations highlight
the complementary strengths of different solvers and the necessity of multi-engine verification
for enabling the analysis of symbolic properties, as relying on a single backend would leave many
properties unresolved. This is especially true for larger models, whose verification search space is
considerably more complex than that of smaller models.

Other Pensieve properties. Figure 5 reports the analysis results for Rebuffering Avoidance
and Robustness for both ﬂgf“m"e and ﬂffé“ie"e across training checkpoints and multiple input
coverage levels. In contrast to Figure 4, which presents fine-grained, per-query outcomes, this
figure aggregates the results at each checkpoint and coverage level, showing the total number of
queries classified as safe, unsafe, and unknown.

Similar to Capacity Utilization, for both properties and both model sizes, most queries are
conclusively resolved at 60% and 80% coverage, with a clear dominance of safe outcomes, especially
for Rebuffering Avoidance. As the coverage increases to 100%, the fraction of unknown results

%if an input feature’s entire range is (a, b), the queries corresponding to the 60% level restrict this feature to the interval
(a+0.2(b—-a),b-0.2(b-a))
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Fig. 5. Analysis results for Rebuffering Avoidance (left) and Robustness (right) for ﬂgf“ie"e (top) and ﬂfz"g“ie"e
(bottom) at different training checkpoints (rows) from Figure 4(c). Each column corresponds to a coverage level
of the input domain (60%, 80%, and 100%). For each model checkpoint and coverage, the stacked horizontal
bars show the total number of verification queries classified as safe (green), unsafe (red), and unknown (gray),
with the exact counts annotated inside each segment.

grows substantially, particularly for the Robustness property. This mirrors the trend observed for
Capacity Utilization, reflecting the rapid growth of the verification search space as the input domain
expands. Nevertheless, even at full coverage, diffRL continues to identify concrete safe and unsafe
behaviors, highlighting the benefits of symbolic properties.

7 Case Study 2: Wireless Resource Allocation using CMARS

CMARS agent’s DNN architecture. Next-generation mobile networks allocate wireless resources
across multiple network slices, where each slice groups users with similar service requirements
and is governed by a service-level agreement (SLA). The network operator must allocate radio
resources efficiently while ensuring that each slice meets the performance guarantees of its SLA.

We study CMARS [1], a DRL agent that dynamically assigns radio resource blocks to individual
slices with the objective of minimizing total resource usage while satisfying slice-level SLAs. Its
input features comprise: (1) historical performance statistics of the target slice, (2) current network
quality, represented by the average signal-to-noise ratio (SNR) between users and the base station,
computed per slice, (3) the amount of available radio resources, and (4) aggregated statistics from
other slices, which include the number of Internet-of-Things users, the average traffic of constant-
bitrate users, and the average traffic of variable-bitrate users. All input features are normalized to the
range [0, 1] based on expected operational limits. CMARS outputs a discrete action corresponding
to the number of radio resource blocks allocated to the target slice, ranging from zero to the total
number of available blocks M.

We analyze CMARS models with two architectural variants — using either two or three fully con-
nected layers — and two action-space sizes, with M € {15,30} possible allocation levels. Each fully
connected layer contains 32 neurons with ReLU activations, yielding the following architectures:

CMARS argmax
7oy s Input(19) — FC(32) — ReLU — FC(32) — RelU — FC(M) —— Output(1)

CMARS argmax
75y Input(19) - FC(32) > ReLU —FC(32) > ReLU —FC(32) — RelLU — FC(M) — Output(1)

Symbolic Property 1: Contention-Aware Allocation (Monotonicity). In a sliced wireless
network, increased resource demand from other slices places additional strain on the shared radio
resources. As such, for a fixed target slice, CMARS should not increase its allocation when competing
slices experience higher demand, and should ideally reduce it. We refer to this expected behavior
as “Contention-Aware Allocation”. We encode this as a symbolic monotonicity property (Eq. 3),

, Vol. 1, No. 1, Article . Publication date: January 2026.



687
688
689
690
691
692
693
694
695
696
697
698
699
700
701
702
703
704
705
706
707
708
709
710
711
712
713
714
715
716
717
718
719
720
721
722
723
724
725
726
727
728
729
730
731
732
733
734
735

Analyzing Symbolic Properties for DRL Agents in Systems and Networking 15
Marabou MIP Alpha-Beta-CROWN
CMARS Robustness [ IESHSTTN

s zc I\II?RS Channel Compensation _
Contention-Aware Allocation _
CMARS Robustness _

Wg IgéRS Channel Compensation _
Contention-Aware Allocation [INN6oNNNNE 86 |
CMARS Robustness _

ﬂg I\f?RS Channel Compensation _
Contention-Aware Allocation _
CMARS Robustness [IINT690 N a] 37 |

s 3C 1\% RS Channel Compensation _
Contention-Aware Allocation _

[ safe I unsafe [ unknown

Fig. 6. Comparison of analysis outcomes across solvers and properties. The figure reports the number of safe,
unsafe, and unknown results obtained using Marabou, MIP, and Alpha-Beta-CROWN for queries generated
by diffRL for three properties evaluated on different CMARS policies. Each horizontal bar corresponds to a
property-policy pair, with segment lengths and overlaid counts indicating the solver’s outcome distribution.

using a slack vector that permits only increases up to € in the input features capturing aggregated
demand from other slices, while the other features remain unchanged. The property is violated if
there exists an input state in which increased cross-slice demand causes the second DNN copy to
select an allocation that exceeds that of the first by more than d resource units.

Symbolic Property 2: Channel Compensation (Monotonicity). Poor channel conditions
reduce the effective bitrate per radio resource block. To maintain slice-level SLAs under such
conditions, a resource allocation policy should compensate by allocating additional radio resources
to the affected slice. We refer to this expected behavior as “Channel Compensation”. We encode it
as a symbolic monotonicity property (Eq. 3), where the slack vector only allows decreases up to
€ in the input feature capturing channel quality (e.g., average SNR) while the rest of the features
remain unchanged. The property is violated if there exists an input state in which a degradation in
channel quality causes the second DNN copy to select an allocation that is lower than that of the
first by more than d resource units.

Symbolic Property 3: CMARS Robustness. In practice, CMARS input features can be subject
to measurement noise and small transient fluctuations. A well-behaved resource allocation policy
should therefore avoid large changes in allocated resources in response to minor perturbations of
its inputs, as such sensitivity can lead to unstable behavior and inefficient resource usage. Moreover,
excessive sensitivity can expose the system to adversarial manipulation, where small input changes
trigger disproportionate resource allocations. We formalize this as a symbolic robustness property
(Eq. 2), in which all input features are allowed to vary within a small bounded range (¢), and the
property is violated if there exists an input state for which these perturbations cause the second
DNN copy to select an allocation that differs from that of the first by more than d resource units.

7.1 Analysis Results

We use diffRL to analyze the symbolic properties defined above across the two CMARS architecture,
ﬂzcll\]/\l/rARS and nSC’%ARS, described above, for M = 15 and M = 30. For all properties, we set the
perturbation bound to € = 0.01. We use tolerance values of d = 8 for M = 15 and d = 16 for M = 30
resource units, corresponding to moderate and large allocation changes relative to the action-space

size. With these parameters, diffRL generates 28 and 105 invalid output neuron pairs for the two
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monotonicity properties when M = 15 and M = 30, respectively; the number of queries is doubled
for the robustness property. This again highlights that, while the number of queries grows with the
action space, decomposition remains tractable in practice.

Figure 6 summarizes the analysis outcomes for CMARS across different properties, policy con-
figurations, and verification backends. Each horizontal bar corresponds to a property—policy pair,
with colored segments showing how many of the generated queries each solver classifies as safe,
unsafe, or unknown.

Significance of counterexamples. For both Contention-Aware Allocation and Channel Com-
pensation, the identified counterexamples correspond to corner-case but operationally meaningful
scenarios that appear to be underrepresented in the training data. These cases highlight potential
weaknesses in the model’s generalization that are unlikely to surface through standard evaluation
metrics. The robustness counterexamples are particularly striking. In one case, a perturbation of
Lo, = 0.001 caused a change of 16 resource units, more than half of the total available blocks in
the 30-action model. Such a disproportionate response to a minor input change indicates a high
sensitivity to small fluctuations and highlights potential vulnerability to measurement noise or
adversarial manipulation.

These counterexamples illustrate the practical value of symbolic analysis: they expose rare but
impactful behaviors that are difficult to uncover through point-based analysis alone. We envision
leveraging such counterexamples to guide targeted retraining and robustness-aware learning, as
explored in recent work on counterexample-guided DRL refinement [48, 49] (see §9).

Deeper networks are not necessarily safer. Policies ﬁg%ARS and ﬂg%ARS exhibit the highest
levels of property compliance across the evaluated criteria, with relatively few violations and a
large fraction of safe outcomes, suggesting that these models behave reliably with respect to the
analyzed properties. In contrast, JT%‘/;ARS shows substantially more violations and a higher number
of unknown results, particularly for the CMARS Robustness property. Notably, this model performs
considerably worse than its “shallower” counterpart ﬂzc,ll\gARS. These results indicate that increasing
network depth does not necessarily improve symbolic property compliance. Moreover, deeper
models tend to be more computationally challenging to analyze, as reflected by the larger fraction
of unknown outcomes, echoing a similar trend observed in the Pensieve case study.

Benefits of multi-engine verification. For smaller CMARS models (ﬂzc’l\f?Rs and ﬂzc’l\gléms), the
MIP-based approach is the only one that resolves all queries without timeouts, demonstrating its
reliability for compact DNNs in this case study. As model complexity increases, for 7S™MARS and

3,15
ﬂ?\%ms , MIP begins to encounter scalability limitations and times out on a subset of queries. In

this regime, different engines expose complementary strengths For ﬂg\l/ISARS, Marabou identifies
up to 30% more violations compared to MIP, and performs better than Marabou for the more
compact ﬂZC’AfSARS counterpart with over 1000 fewer parameters. Conversely, for ﬂghél(?RS , MIP proves
more queries to be safe than Marabou while detecting the same number of violations. Alpha-beta-
CROWN terminates on all queries for ﬂghél(‘)ms, which meets the properties in most cases. While it
verifies a larger fraction of queries as safe, it detects fewer violations than Marabou. This trend is
consistent across most CMARS configurations.

Overall, these results reinforce the benefits of a general symbolic property formulation and
decomposition strategy that is compatible with multiple verification engines. Different backends
excel at different aspects of the verification task, and relying on a single engine would leave a

non-trivial fraction of queries unresolved.
8 Case Study 3: Congestion Control using Aurora

Aurora agent’s DNN architecture. Aurora [36] is a DRL-based congestion control algorithm that
operates over a continuous action space, making it qualitatively different from the discrete-action
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agents studied earlier. The agent observes recent traffic statistics and continuously adjusts the
sender’s rate in response. At each decision step, Aurora’s policy network takes as input a vector of
recent measurements capturing: (1) the latency ratio (current latency normalized by the minimum
observed latency), (2) the packet acknowledgment ratio (packets acknowledged normalized by
packets sent) by destination, and (3) the latency gradient, indicating whether latency is increasing
or decreasing. These signals are collected over the most recent k decision steps, yielding an input
of size 3k. The original work shows that a model with k = 2 performs similar to one with k = 10.
We select k = 3 to keep the size of the model low.

At each decision step t, Aurora’s DNN outputs the mean of a normal distribution from which
a continuous action a, is sampled - the standard deviation is fixed to a constant, o = 0.5 in this
case. The sign of a; determines the direction of rate adjustment (increase or decrease) and its
magnitude controls the adjustment extent. Specifically, if the previous sending rate is x;_;, the
updated rate x; is set to x;_; - (1 + aa,) for a; > 0, and to x;,_1/(1 — aa;) otherwise. Finally, the
original Aurora implementation uses hyperbolic tangent activations, which are incompatible with
many DNN verification engines. Following prior verification work [21], we replace these with
ReLU activations in the following architecture, and use a retrained model from [50] that obtains
comparable performance:

mAIora  Tnput (9) — FC(128) — ReLU — FC(128) — ReLU — FC(128) — Output(1)

Property 1: Ack-Driven Capacity Utilization (Monotonicity). An increasing packet ac-
knowledgment ratio indicates that a larger fraction of transmitted packets is successfully delivered,
reflecting favorable network conditions. Under such conditions, Aurora should not reduce its
sending rate, and should ideally increase it. We refer to this expected behavior as “Ack-Driven
Capacity Utilization”. We encode this as a symbolic monotonicity property by allowing a positive
slack (at most €) only on the packet acknowledgment ratio input features and checking if the
resulting rate adjustment reverses direction from increasing to decreasing.

Because Aurora selects actions by sampling from a distribution whose mean is produced by
the DNN, as described in §4, we define the property over the DNN outputs that determine these
means (the standard deviation is fixed to o). Concretely, we flag a potential violation when the
means of the two DNN copies are separated such that the sign of the sampled action would differ
with non-negligible probability across executions. Formally, following the notation in §3 and §4,
we set f(x,y) = x — y, where x and y will be Lj and L3, the respective output means of the two
DNN copies, set d = 2 X y, and set the bound for L] to [y, o). Note that this effectively means the
“invalid” outputs occur when Lj > p A L < —p. Under standard distributional assumptions, if the
above inequalities hold, the probability of the selected action’s sign changing from positive in the
first DNN copy to negative in the second is fb(g)z, where @ is the standard normal CDF (§A). In
our experiments, we set it to half the standard deviation £, giving a non-negligible probability,
~ 40%, of a change in action direction.

Property 2: Latency-Aware Capacity Utilization (Monotonicity). A lower latency ratio
indicates that the current end-to-end latency is close to the minimum observed latency, suggesting
lighter-filled queues along the path. As such, when the latency ratio decreases, Aurora should not
reduce its sending rate, and should ideally increase it to better utilize available bandwidth. We
refer to this expected behavior as “Latency-Aware Capacity Utilization”. We encode this similar to
the previous property, but with negative slack for the latency ratio inputs and check if the rate
adjustment would change direction from increasing to decreasing.

Property 3: Aurora Robustness. This property captures the expectation that small pertur-
bations in Aurora’s observed state — arising from noise, measurement variability, or transient
fluctuations — should not cause qualitatively different control decisions. Specifically, we check if
bounded perturbations (up to €) across all input features, including historical observations, can
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Property Coverage Marabou MIP Alpha-Beta-CROWN
Aurora Robustness 170002 un Zif:wn u:iefe u ni;:lf;wn
Ack-Driven Capacity Utilization 170002 un Zifjw n y i\igefe un i;rilfoew N
Latency-Aware Capacity Utilization 170002 un Zif:W " " i:faefe un ZE:ZEW n

Table 1. Aurora analysis results for different solvers and per-input-feature coverage range.

cause a reversal in the direction of the rate adjustment. Because robustness concerns both possible
direction changes, we consider two symmetric cases: a change from increasing to decreasing, and
the converse. Each case is analyzed separately using the same comparative encoding as in the
monotonicity properties.

Analysis Results. Table 1 summarizes the analysis outcomes for Aurora’s symbolic properties
under a perturbation bound of € = 0.01, considering both 70% and 100% coverage of each input
feature. Similar to Pensieve (§6), we observe that all engines can resolve the queries for 70% per-
input-feature coverage, with all three properties verified as safe. As coverage increases to 100%,
the MIP-based approach is the only method that resolves all queries before the time-out period,
identifying concrete unsafe behaviors for all three properties.

Besides demonstrating how our approach can extend to continuous action spaces, these results
reinforce two broader insights. First, analysis coverage over the input space plays a critical role in
revealing problematic behaviors. Second, with the current state-of-the-art verification techniques,
relying on a single engine is not sufficient for analyzing symbolic properties. A generic symbolic
property formulation that is compatible with multiple solvers enables users to push anaylzing such
properties over as wide ranges as possible with existing verification techniques.

9 Discussion and Future Work

Broader applicability to DRL agents in networked systems While our evaluation focuses on
three representative DRL agents, the symbolic property formulation enabled by diffRL applies more
broadly to DRL agents in networked systems. We briefly illustrate how similar monotonicity and
robustness properties naturally arise in other settings. Consider QueuePilot [41], which is a DRL-
based Active Queue Management agent aiming to address the challenge of managing small buffers
in backbone routers. It controls the probability of Explicit Congestion Notification (ECN) marking
to balance link utilization, packet loss, and queueing delay. Its input features capture traffic intensity,
link utilization, proportion of marked packets, and queue occupancy, delay, and loss statistics. Its
discrete action space consists of a set of ECN marking probabilities. In this setting, natural symbolic
monotonicity properties arise: for example, the ECN marking probability should increase as queue
length, delay, or drop rate increase. Similarly, robustness properties are desirable to prevent small
fluctuations in traffic measurements from causing large oscillations in marking behavior. These
properties can be directly encoded using diffRL and analyzed with existing verification engines.
A second example is FIRM [3], a DRL agent to dynamically adjust resource allocations across
CPU, memory, cache, disk, and network bandwidth to prevent SLA violations in microservices. The
agent’s input features include workload characteristics, resource utilization, and SLA satisfaction
metrics. Here, symbolic monotonicity properties naturally express expectations such as allocating
fewer resources as SLA satisfaction improves or resource utilization decreases, while robustness
properties capture stability under small measurement noise. These properties can be encoded using
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diffRL and, given FIRM’s relatively small network size, we expect of them to be tractable to analyze
using existing verification engines.

Other DNN architectures. Consistent with prior verification-based studies in this domain
[19, 21], our evaluation focuses on policy networks with fully connected (and convolutional) layers
and ReLU activations. Nevertheless, our symbolic property formulation and comparative encoding
are architecture-agnostic: they rely only on comparing the outputs of two related executions of the
same policy. As such, the same properties apply to agents using other architectures or activations
(e.g., RNNs, tanh, LeakyReLU), which appear in some systems and networking DRL agents [41].
Extending analysis to these models primarily depends on backend solver support, which continues
to improve (e.g., Alpha-Beta-CROWN [51]).

Verification-aware DRL design and property enforcement. As demonstrate by our case
studies, the architecture of a DRL policy’s DNN impacts its verifiability, particularly choices such
as activation functions and network size. When these choices do not compromise performance,
using piecewise-linear activations and more compact networks can substantially simplify symbolic
analysis. Moreover, analysis of symbolic properties can help inform the enforcement of desired
behaviors. When violations are discovered, the resulting counterexamples can be incorporated into
training to reinforce expected behavior [48, 49]. Alternatively, symbolic property compliance can be
potentially used as an auxiliary cost metric in a constrained DRL formulation. Finally, monotonicity
can be enforced directly through architectural constraints on the policy network, leveraging recent
advances in monotonic neural networks from the supervised learning literature [52, 53].

Probabilistic action selection. DRL agents can use a so ftmax layer to convert output logits into
a probability distribution over discrete actions, enabling stochastic exploration and uncertainty-
aware decision making. However, the softmax function is neither linear nor piecewise linear,
making it difficult to encode directly using existing DNN verification techniques. In settings where
the final action is selected deterministically via an argmax, this challenge can be avoided by
reasoning directly about the ordering of logits, as we do in this work. However, omitting so ftmax
precludes reasoning about action probabilities themselves, which is useful for agents that select
one of the discrete actions probabilistically. Extending our approach to such cases is an important
open direction, and recent work on probabilistic and convex relaxations of so ftmax-based policies
offers promising building blocks toward this goal [54].

Non-Numerical action spaces. Most DRL agents used in systems and networking operate over
numerical action spaces, where actions correspond to ordered control values such as rates, resource
allocations, or thresholds, and naturally support comparisons and trends such as monotonicity
and bounded change [1, 3, 12, 14, 15, 41, 42, 44]. Extending our approach to DRL agents with
non-numerical or unordered action spaces — such as categorical decisions without an inherent
ordering [8, 39, 40] - is an interesting direction for future work.

10 Related Work

Verifying DRL agents in systems and networking. Several recent works have explored using
general-purpose MIP solvers and DNN verification engines to analyze DRL-based control policies
in systems and networking. WhiRL [21] uses the Marabou SMT-based verifier to check safety and
liveness properties of Pensieve under fixed, extreme input conditions, such as excellent or worst-case
network states. Similarly, Dethise et al. [19] and UINT [22] encode DRL policies as MIP or SMT
problems to verify local robustness properties around concrete input-output pairs. These approaches
demonstrate the feasibility of applying formal verification tools to DRL agents. However, they are
inherently limited to point-based or local properties defined around specific inputs, which provide
limited coverage of the agent’s operational input space (see Figure 1). Our work enables analyzing
symbolic properties defined over ranges of inputs rather than individual points.
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Empirical analysis and interpretability without formal guarantees. A complementary line
of work focuses on understanding or stress-testing DRL agents through empirical or interpretability-
based techniques. Metis [55] approximates DRL policies with decision trees to derive human-
interpretable rules, but at the cost of reduced faithfulness to the original model; for instance, the
authors report a faithfulness of only 84% with respect to the original DNN. Other approaches
use DRL to synthesize network conditions under which a given algorithm underperforms [56], or
use active learning to automate the performance evaluation of congestion control schemes [57].
In [58], the authors propose a robustness metric for a DRL-based controller, defined as the ratio of
states where the DNN is locally robust to the total number of sampled states. Finally, [59] applies
interpretability tools to analyze model inputs and identify anomalous or undesirable behaviors.
While effective for uncovering performance or effectiveness issues, they do not provide formal
guarantees of safety or correctness of input regions.

Robustness via training-time regularization. Shen et al. [60] propose a training-time reg-
ularization technique that encourages smoother DRL policies by penalizing differences between
actions taken under nominal and perturbed state inputs. Such robustness-oriented regularization
can empirically reduce sensitivity to input noise, but it does not provide formal guarantees about
the resulting policy’s behavior. Our verification-based approach is complementary: rather than
modifying the training objective, it enables post-training, formal assessment of whether a learned
policy satisfies robustness and other safety properties over specified input regions.

Sensitivity analysis using Lipschitz-based methods. The Lipschitz constant has been pro-
posed as a measure of neural network sensitivity [61]. Given a function f, it bounds the maximum
change in the norm of the output vector relative to changes in the norm of the input. When f has a
multi-dimensional output, this bound is defined over norms of the full output vector and does not
track changes in the induced decision rule - e.g., the argmax over action logits, which determines
the DRL agent’s action. Methods such as AutoLip [61] compute upper bounds on the Lipschitz
constant of a DNN using Jacobian-based analysis, and are therefore well-suited for reasoning about
numerical output sensitivity. However, in DRL policies with discrete action spaces, where actions
are selected via an argmax over output neurons, small changes in the logits — well within a Lipschitz
bound - can still lead to different action selections. As a result, global Lipschitz bounds on network
outputs do not directly characterize the stability of the resulting control decisions in DRL agents
considered by this work.

Formal methods in systems and networking. Formal methods have been extensively applied
to non-ML-based systems and networking algorithms [62-66]. Our work contributes to the emerg-
ing effort [19, 21, 67] to bring similar rigor to DRL-based systems, complementing prior verification
efforts while expanding their applicability to symbolic, range-based properties.

11 Conclusion

Deep reinforcement learning is increasingly used in control loops in systems and networking, yet
reasoning about agent behavior beyond individual input points remains difficult. In this work,
we studied symbolic properties that capture expected behaviors over ranges of system states and
showed how they can be analyzed using existing DNN verification engines via comparative encoding
and decomposition. Through an extensive empirical study using our framework, diffRL, across
adaptive video streaming, wireless resource allocation, and congestion control, we demonstrated
that symbolic analysis substantially broadens coverage beyond point-based checks, uncovers non-
obvious counterexamples, and exposes practical trade-offs related to training, model size, and solver
choice. These results clarify both the promise and capacity of symbolic property analysis for DRL
agents in systems and networking.
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A Probability Calculation Details for Aurora Case Study

Let Y; ~ N(L},0?) and Y, ~ N(LZ, o%) represent the selected action of each policy. Consider the
constraints (L! > p) and (L2 < —p) derived from the first property for Aurora in §8. Under these
constraints, we can calculate the probability of getting a positive action y; from the first policy
copy and a negative action y, from the second policy copy in the following way.

The “hardest” case under those constraints is at the boundary (L = y, Lg = —p). Then, Pr(Y; >
0) =®(£), and Pr(Y; < 0) = ®(%), where ®(-) is the standard normal Cumulative Distribution
Function (CDF). For both events to hold jointly, assuming independence, Pr(Y; > 0, Y, < 0) =
Pr(Y; > 0) Pr(Y; < 0) = d(£)%

On the other hand, if we want to make sure with a given probability Q, we get a positive action
y; from the first policy copy and a negative action y, from the second policy copy by putting the
constraints (L) > ) and (L2 < —p), we should select y = o @7(vQ).
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